Development Individual Project

Project Overview

The project implements a school grading system with user-role-based access.
Depending on their roles, users can create, view, update, and delete records such as
user accounts, study groups, marks, and messages.

The application includes server and client components. It runs in either secure or non-

secure mode. A malicious client is also provided to test the system’s security features.

Running the Application

1. Ensure Python 3 is present in the system (the application was tested with Python
3.12).

2. In the project root, execute main.py:

python main.py --server --client

This command will set up the server in the secure mode and run the client interface. To

disable security, add --non_secure to the list of arguments. To run the malicious client,

use --malicious. To see all keys, run the application with the --help key.

Server Application

The server application initialises the HTTP server, data repositories, and the
ActionFactory. The factory acts as a router: it receives requests, generates specific
Action implementations, and executes them. Using the Factory design pattern helps
organize and manage supported actions, separates HTTP request handling from

business logic, and decouples the server logic from action implementations, providing a



single entry point for the supported actions (Ellis, Stylos and Myers, 2007). The core
architecture of the application is shown in the UML class diagram in Figure 1. The
server provides a Representational State Transfer Application Programming Interface

(REST API) that is uniform, cacheable, and stateless (Fielding, 2000; IBM, 2025).
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Figure 1. UML Class diagram for the application core



The specific actions exposed via API endpoints implement Create, Read, Update, and
Delete (CRUD) functionality for the repositories containing users, marks, subjects, etc.
(CrowdStrike, 2022) Although a relational database would be more suitable for a
production application, this implementation stores data in JSON files when the
application shuts down. This choice is supported by the standard Python library’s built-in
handling of this format and allows to avoid overhead of managing a database engine

(Python Software Foundation, 2025b).

Server Testing

The server_tests module implements a comprehensive testing strategy using
Python’s standard unittest library (Python Software Foundation, 2025c). It includes unit
and integration tests, with the mock library used to emulate external dependencies and
verify class interactions (Python Software Foundation, 2025d).

The server tests are run with the following command:

python -m unittest discover server_tests

Expected output:

Ran 241 tests in 26.656s
0K

Client Application

A command-line interface (CLI) client is implemented in the client module. The client

application supports caching to improve data display and allows users to log in to the



system and run commands associated with the different endpoints on the server, as

displayed on the Figure 2.

You are not logged in.

Would you like to login? (yes/no): y
Username: admin

Password: admin

Login successful!

Loading entities...

Entities loaded successfully!

Enter command (or 'help' for available commands, 'exit' to quit): list_users
User(id=1, username='admin', role='ADMIN')

User(id=2, username='teacher', role='TEACHER')

User(id=3, username='studentl', role='STUDENT')

User(id=4, username='student2', role='STUDENT')

Enter command (or 'help' for available commands, 'exit' to quit):|

Figure 2. Using the client application

Client Testing
The client test suite includes integration tests to ensure correct request execution and

processing. The tests are run using the following command:

python -m unittest discover client_tests

Expected output:



Ran 16 tests in 6.267s
0K

Security Overview

The system implements login functionality to authenticate users and partially complies
to the General Data Protection Regulation (GDPR), specifically to the Articles 25, 30,
and 32: access to personal data is restricted by permissions; unauthenticated and
unauthorised access is blocked. For example, students can only view their own marks,
and teachers and students can only see the messages they sent or received; otherwise,
HTTP status 403 Forbidden is returned. The server logs user actions, and cryptographic
software is used to protect connections and passwords. (‘Regulation (EU) 2016/679 of
the European Parliament and of the Council (General Data Protection Regulation)’,
2016)

A dedicated SecurityManager is set up as the entry point for the different parts of the
application to provide security-related functionality. The server can run in two modes:

with security features enabled or disabled. The malicious_client module includes a

client that performs attacks of the server (Figure 3).
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localhost:8000 (HTTP)

Target:

Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack

Connections: 6 established, 144 failed

in
in
in
in
in

progress:
progress:
progress:
progress:
progress:

6/150
6/150
6/150
6/150
6/150

connections
connections
connections
connections
connections

duration reached. Stopping all
completed. Forcefully closing 5 connections...

active, 5.1/30s elapsed

active, 10.1/30s
active, 15.2/30s
active, 20.3/30s
active, 25.4/30s

elapsed
elapsed
elapsed
elapsed

connection threads...

completed in 30.00 seconds (plus 0.53s cleanup)
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Enter command:|

Figure 3. Running attacks using the specialised client

A dedicated test suite in malicious_client_tests automatically runs attack scenarios

on secure and non-secure server instances. The test suite is executes using the

following command:

python -m unittest discover malicious_client_tests

Expected output:




Ran 6 tests in 25.133s
0K

HTTP Traffic Encryption

In secure mode, the HTTP server will be set up with Transport Level Security (TLS)
support, the industry standard for protecting HTTP connections. It encrypts the
transported data and prevents Man in the Middle (MiTM) attacks.

In non-secure mode, the requests are sent over HTTP without encryption and can be
read by a third party. Figure 4 demonstrates a login request intercepted using
Wireshark, a network protocol analyser used to capture local traffic (Wireshark
Foundation, no date). In the Open Worldwide Application Security Project (OWASP)
Top 10 classification, this would classify as A02:2021 “Cryptographic Failures” (OWASP
Top 10 Team, 2021a). Sending vulnerable information over plain HTTP is also
categorised in the Common Weakness Enumeration (CWE) catalog under CWE-319

“Cleartext Transmission of Sensitive Information” (The MITRE Corporation, no date d).
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Figure 4. Intercepting user credentials using Wireshark

Rate Limiting and Session Management

The server records recent requests and enforces rate limiting to prevent Denial of

Service (DoS) attacks and Brute Force attacks. After several failed logins, further

requests are denied. This prevents the attacks categorised as A07:2021 “Identification

and Authentication Failures” and CWE-307 “Improper Restriction of Excessive

Authentication Attempts” (OWASP Top 10 Team, 2021c; The MITRE Corporation, no

date b).



If a session ID is leaked, it cannot be used indefinitely, as sessions expire after a
timeout, preventing CWE-613 “Insufficient Session Expiration” (The MITRE Corporation,
no date g).

The malicious client simulates a Brute Force attack by trying commonly used passwords
revealed in the research of the vendor Nord Security (2024). Figure 5 demonstrates that

when rate limiting is enabled on the server, the attack fails, and a session ID is not

acquired.
Run Python tests for test_malicious_client.MaliciousClientTe... Python tests for test_malicious_client.MaliciousClientTe...
@ 4 M@ =« o & 1 |7 RS
v  Test Resul v/ 1test passed 1 test total, 2sec 129 ms v v T138ms v Ttestpassed 1testtotal, 138ms
vV testmi arvempt 21/25: Trying password 'monkey' Y ONISEMS - attempt 7/25: Trying password '111111°
v Mali Failed: 401 - Invalid username or password or rat¢ v v Mali Eajted: 401 - Invalid username or password or rate
vt Attempt 22/25: Trying password '123123123' - vt Attempt 8/25: Trying password '12345' o
Failed: 401 - Invalid username or password or rat¢ e Failed: 401 - Invalid username or password or rate e
Attempt 23/25: Trying password '123321' = Attempt 9/25: Trying password 'secret' =
Failed: 401 - Invalid username or password or ratc @& Failed: 401 - Invalid username or password or rati @&
Attempt 24/25: Trying password 'gqwertyuiop' o} Attempt 10/25: Trying password '123123' 0]
Failed: 401 - Invalid username or password or rat¢ Failed: 401 - Invalid username or password or rat¢
Attempt 25/25: Trying password '00000000' Attempt 11/25: Trying password 'admin'
Failed: 401 - Invalid username or password or rat¢ SUCCESS! Found valid password: 'admin'
Brute force attack completed. No valid password f¢ Acquired session ID: 56446783-88c0-477d-8778-fb32"

Figure 5. Execution of a Brute Force attack with secure (left) and non-secure (right)

server

Connection Timeouts

The Python HTTP server processes requests sequentially in a single thread, making it
susceptible to Slowloris-style DoS attacks. This type of attack involves sending partial
requests to the server and never completing them, which can block the processing of

further requests (Damon et al., 2012). This is categorised as CWE-400 “Uncontrolled

Resource Consumption” (The MITRE Corporation, no date e).

To mitigate such attacks, a lower connection timeout can be set so connections close

sooner (Shorey et al., 2018). As the application does not send or receive large amounts



of data, it will not affect the server’s functionality. When run in secure mode, the attack
only causes longer response times, not full server unavailability.
Figure 6 demonstrates that in secure mode the server keeps responding to a legitimate

user during the attack. In non-secure mode, a connection cannot be established.

Run Python tests for test_malicious_client.MaliciousClientTe... Python tests for test_malicious_client.MaliciousClientTe...
@ 8 vo Lo (€ 13 v O K0
v  Test Resul v/ 1testpassed 1 test total, 3sec 35ms v « Test Resul v 1test passed 1 testtotal, 7sec 20 ms
vV testmi gpiytting down server... vV 1eStmi gianting attack on /login with 10 connections PN
v Mali v Mali attack will run for 10 seconds with 1s delay betw: "
vt o v 1 Target: localhost:8002 (HTTP) o
Ran 1 test in 6.030s = Attack in progress: 6/10 connections active, 5.1/: =@
— Request error: [Errno 61] Connection refused —
0K @ @
Server stopped 0] 0}
Starting attack on /login with 10 connections Ran 1 test in 12.262s
Attack will run for 10 seconds with 1s delay betwe
Target: localhost:8001 (HTTPS) 0K
Process finished with exit code 0 Process finished with exit code ©

Figure 6. Execution of a Slowloris-style DoS attack with secure (left) and non-secure

(right) server

Password Hashing

Stored passwords are hashed using the bcrypt algorithm, which uses random salt and
requires significant processing power to reverse. This prevents malicious actors from
using passwords or Rainbow tables — lists of previously calculated password hashes
— in case the database is leaked (Skanda, Srivatsa and Premananda, 2022). The
berypt algorithm is trusted by security-oriented software vendors such as Proton (Proton
AG, 2024). An excerpt demonstrating the hashed passwords in the user data repository

is below:
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{
"user_id": 1,
"username": "admin",
"password_hash":
"$2h$12$H48k9s00pBRo0CtKWpiYqu32TWNLYShu4x34VvA97zzgRjtlgnBuVG",
"role": "ADMIN"
}

In non-secure mode, passwords are stored in plain text, leading to CWE-312 “Cleartext
Storage of Sensitive Information” (The MITRE Corporation, no date c). In case a

malicious actor gains access to the storage, all user passwords are exposed:

"user_id": 1,
"username": "admin",
"password ": "admin",
"role": "ADMIN"

Preventing Injection Attacks

Unlike the original design, this server implementation does not deserialize requests
directly into Action objects. Instead, request content is passed as an argument during
action execution. The standard Python library’s json.loads () function is used to
process incoming payload. This function is considered safe, as it will not execute
arbitrary code. If the input is not valid JSON, it raises an error (Python Software
Foundation, 2025b). However, a large JSON file could overwhelm the application and
consume excessive resources.

In contrast, non-secure mode uses Python’s eval() function to create objects from
JSON strings, but it will also execute any arbitrary code (Python Software Foundation,

2025a). As part of an injection attack, the malicious client sends a Python script that
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traverses server directories, extracts user credentials, and sends them to a remote
server controlled by an attacker. Similarly, other configuration files or environment
variables with access keys may be exposed.

This is described as A03:2021 “Injection”, CWE-94 “Improper Control of Generation of
Code” (application constructs code of unvalidated input), CWE-502 “Deserialization of
Untrusted Data” (input is deserialised without any pre-processing) (OWASP Top 10
Team, 2021b; The MITRE Corporation, no date a, no date f).

Figure 7 demonstrates that the script is not executed in the secure mode and no data is
received. In non-secure mode, the script successfully extracts the sensitive information

from the server.

Run Python tests for test_malicious_client.MaliciousClientTe... Python tests for test_malicious_client.MaliciousClientTe...

& G @3 vo S¢Q G G @B v o =g

v « Test Resul v 1testpassed 1 testtotal, 5sec 517 ms v v T512ms Vv 1testpassed 1 testtotal, 512ms

v/ test_me v \512ms INJECTION: Found users_non_secure.json
+ Mali Server stopped v  Mali INJECTION: Checking directory: /Users/sergei.lebe:
vt + t INJECTION: Checking directory: /Users/sergei.lebe:
Ran 1 test in 8.032s =) INJECTION: Checking directory: /Users/sergei.leber =2
= INJECTION: Checking directory: /Users =

0K =) INJECTION: Checking directory: / =
Starting data theft attack on /users & INJECTION: Sending data to attacker's server &
Target: localhost:8001 (HTTPS)
Setting up data receiver on localhost:9001 [DataReceiver] Received data
[DataReceiver] Server started on localhost:9001 [DataReceiver] "POST / HTTP/1.1" 200 -
Sending data theft payload to /users INJECTION: Data sent
Payload sent successfully! Payload sent successfully!
Waiting for data (timeout: 5s)... Waiting for data (timeout: 5s)...
Timeout reached. No data received within the init: Data received successfully!
Stopping data receiver as requested. Stopping data receiver as requested.
[DataReceiver] Server stopped [DataReceiver] Server stopped
Process finished with exit code 0 Process finished with exit code ©

Figure 7. Execution of an injection attack with secure (left) and non-secure (right) server

Development Process and Reflection
The initial design offered a solid outline of the server application but lacked some detail.
It was necessary to expand object states adding necessary fields and introducing

methods to facilitate communication between class objects.
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Some security features differ from the original design, but the final software reflects
equivalent design considerations. Additionally, the requirement to run the server in non-
secure mode encouraged research into attack vectors and their implementation, as well
as a deeper understanding of proper security setup in networked software.
Implementing server tests streamlined development, ensured endpoint consistency, and
prevented regressions. It also accelerated client development by ensuring API stability
and providing request examples used in the client.

Using testing frameworks to demonstrate attack effects (or lack thereof) streamlined the

development of malicious scripts and removed the need for manual verification.
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